v v » t vi 5 3 s t ^ j ^ s 

and listings, of claims in he application: 

1 , ^ ni,^ A <\-hvv f< ' v , >! ^ ■» - ( < , -v.istng 

receiving encrypted mfomurnon from a sender for transmission to at least one 

ass jciated c t 

i i I o >ecret kev 

; ! I ,k ' ka-, > mVM d t , m> i 

v i i <- ;e , > v ok <> i.^" 1 „ v; .is, i „ o e>,,o > t < , v • x 

m espon< i kevu pren vv i en, o c conuead pc. Ik secure sec ctk.-x ;< 

ft rwardi i e dent 

• e- s t il v ! st oik' mteuded recipient. 

2. (previously presented) The method of claim 1 including determining a 
plurality 5 ut u< ui| k and i icy con\vp» »iuiinc puHL s ^l ! plurality d 
intended re dent for >.-ne;yp;;ng s leery pied secret ke? 

3. < a n ? | t v i. v % i 
~e u< \tp ^st; evorre-a' > ' ru^lv c- - Iv *b moik . en ee^. pv\ ouiuJcs 
encrypnns cop )f the decrypted secret k reac en eoiptent i 
con-esponduvg ,e at nu public key. 

4. \ \\ in v. n nu, j << v v ei a - 

i » N>% - *vuh the secret key to produce the encrypted information, encrypting the secret 



key v ith a public key associ; led with the secure distribution servet to produce die encrypted 
S s'r e server. 

5. i.<Fn;mai< fhc v. i v ri t m 4 v.hesv-n eocnpim-j she v i ! \ JuUo 
^t\C!n and e enenpted seuvi U 

6. »• s v h T .e method of ekm i » i y (h vnjv 
irdorraatioa in an eacrypted form loyally oh a device that per ounce* .he ■ top nx^p'm* 

K see - - . 

7. (prevkntsh presented) The method of cia«n 4 fnrlbe? in at the step of 

et. key, by a sent lev ice. \\ i public key a it vh eas one 
ofauset > ibi ndi usd he sending device. 

$ ^ >. e„ 1 e n !' 1 < n > , j { Jv _ u > 

sending device ana me sending device. 

£! - - « T s v. e wn t he 

encrypted uvkn ■naooe and die erieryps.ee secret key and forwarding the encrypted information 
:k cei J < ere J e secure d stri nd bout decrypting (i 

encrypted secret key. 



inai) i'ht ! s mi in hng, the sk <.k m 
ed's 1 t v opt k i, eds k nn <. v - t < s< 

encrypting the decrypted secret key using a public key associated with each of the additional, 
endues. 

11. 5 < -i prcscnuxii 1 ,(< I .Ukkmn ! i-i^lud-nu ;hc | or 
encrypting the decrypted secret key using a. public key associated with a content scanning 
I < , ^ ^, • v v ^ f v> y > , ,j and >h -Mv J ^ key to the content 
scanning devsce receiving a res; e< nt scaunmg devic< wardin j 

i Li!! 11 ^ i iT! ii 

i 3i <. se . e . f u i^i I | v js n 

12 (original) f.hc method of iaim 2 wherein retrieving die cones i sgpul u 

keys of the plurality of inte led reeip s for ene-ryptn . s s ^ neludes 

obtannr;.' !, < - h\ss i u k si one oi a , e <,u oe set ^< <; d 

\ i i lation s< ice, an LD loo ! ertificate di n 

13. {previously presented) Tee method of claim 1 including the steps of; 
encrypting infonntuioo with a secret key to prodiice the N I - its n oiilire, 
s. N i v. n ) - -w ft 

^ t WH ! V i t i s i 1 1 i ' s s ' s v { ^ 

information and the e;;er. rk-J secret key to the secure distribution server. 

t (original) the i\ u of claim 1 sk di sendon; me erter\pied information 
o a .time d eeei i i time stamped result prior t r ng 1.1k eryp d 



s ' v. t. ti n ecipjcnt specific socuio ^tvrt ws ^ii t s> <^ 
, !u s ^ v. •> ■. , s >^ ■• 

15. i f )se i i cnu , ' > ' ■> - 

ro e»v v_„ \ < - '! t , i ^ , ^ . - - , • , 

plurality ei intended rwtpjenn? ,md .m ciicf>{--{cJ. ^eiet key encrYptcc 1 usin^ public key- 
ass abated w \h he secure >u <i lu 

■> c v x 

decrypted secret key; 

( 1 " > tin. v I ti< >5i icnci. v fTCrfi ,1 . N 'i i v (-! :)! ie;t i 

intended recipient; 

om ^ v. 1 s ! -.t. , o o tik <e* least 

< «c ime fli cipient using a co f the ret pk i o pnx uc < 

u > ) se< ire a i key a id 

forwarding by the secure distribution server, the encrypted mformation and the 

fx ^ IKVitJ^ , I K i ! 

lo ; pre% it >usSy presented) The meftod of claim 15 including determining a 
plurality of intended recipients and retrieving corresponding public keys 1 plurality of 
intended jecipients s encrypting du : - < key. 

I vi s en step of c-i s 
encrypting . copy of the decrypted secret key for each intended recipient with 3 
C 5 s \ T 1 key 



5 



1 8. (previously presented) A network element comprising: 

"H _ U .VO'U v 1 S<_ v ' Kv ~ <1 ! \ 

associated with -he neuu-ok eL-mem so prodioe ;■ deer, pied- secret key; 

means, operatively coupled to the means for decrypdng. tor obtaining a corresponding 
public kc-y e: i es- -o ,\ \ied 

<. s v! ! i ! ! i Win i nosed 

s si o \ \oouee 

' ik. ids ^ n n <^ ! o, , * o ^ > >. * „ p f v t v iijn 
at eas ont ^ v ; 
recipient. 

19. (origii k en of claim 18 v< ereinthen 
set! v\es o 

Jecpvpcd secret key ionn a! least one of a eeriilleaL retrieval and \ahdaOon service, an 
LDAP lookup and a certificate directory kx>kup. 

memory coniaimng executable instructions that e hra read by one or mote processing 
do- ees canst t >v r ore p eessing de^ c si 

' * f i r s s v s ne 

. in\j'u o,i v. n i^M^yds.xi" oo" .p ^ , s - < , 

, < ilMilo ^s, 

Is \ I t secret ke> 

I ndn% pubhe 
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c«x ■> ! 1{ . the deer, pied secrei kvp !-<■• the as \ is one * „i d v k^. » 01H- 
' * i k ku v. i ! iu ^ eeret kt 

forv> mi the i i ^ ! 5 tic ist om 

v sv ' sv r he it lea ^ , ' 

21. (previously , j u, „ The storage medium of claim 20 ;nciudi:f-g memory 
s tn ' h h n i d 

.ause-tje ; o :e . s - p deuces to: 

determine a plurality of i I I recipients and retrieve cotTcspondmg public keys of 
the planum of intended recipients fo; encrypting the decrypted secret key, 

22, {original} T he storage medium of claim 20 including memory coMaiaing 
executable instructions that when read by the otic or more processing devices causes the one 
or more p ^s » devices to e»a > $ copy ok u> decrypted secret key for each intended 

publk ke\ 

2 ; iprevo^N presented) Tht storage mcdnrn m 20 m t 

v. i'J s % v ^ ! < s. ! ! :\ ooe ,es 1 < 

)t ^ v. j - v s, j J 1 ! s 

ted v e;k 1 or crushes 

24. (previously presented} A secure comnuuucimon system comprising: 
e se v , < i , ub .j >(. .o ^ ! i 

nm> C < Lhe ^ key \ .i pohhe top. - <\.d \ 1 a network e erne f to 
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product «n encrypted *x ei U sed Uat tre: 3 n! jo si\>;o >.cnls he en«_ tied 
mfermaU< n find the encrypted secret key to the network element; 
s e 1 ' 

i'i loaril netvosk cice^-nt, •>eecin\e:> eerr-ied t-> Hie sender arsei to the al ie.e-e one 
mte do, *n>, !iK-HidiitL 

< f r x d c;u:; c eye vied is s 

1 < «. v 3 p d«vi ! .v ^ , ' s . X % 

v ! - ! v > s Ck ^y 

i.oire^fv.m.h' ^ ^ < ,<. «u < , >^ 

TUXi^S Opt (. ! 1 I 3 3 SI3s , ^ 1 „ t { ; th 

decsy xe v\ es U * t<-; k 

SO f! l' U ' . T ; s. 1 , v v. J V 

! & rmatiot ! >> t t idei ml 

forwarding at least one recipient specific secure secret key tor at least one intended recipient. 

T ' s $ v. n ; ^! \s e eos i \ 

t t ^ U s l V II j V I 5 3 VI 

t\ \ 3 eo<- st pird 

secret key offline, and daring an nl session., sends the encrypted intonnatton it die 
encjypkd see e ke fe she :xxv-~ v elenvnf 

S 'ItS I »\"-V) 

s v s n ^ , t , ) < v 1 i v > vats ! ! 

. v. ^ e > <• . f " t s ; i v <>i v „ t ^ ' ! 

N - " - ' 1 ^eatkaK' diiectosy le<'vc 
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encrypts the decrypted secret key using a public key associated with a content scanning 
device; sends die eixaypicd in ionna tiers and sends t encrypted secret key te ii;e content 
scanning device; receives a result back from the content scamnng device, and e K the 

v. . <>5 U. ' i l ^ 1 1 1 s 

'^VnUO.a \. - sec v.,v. -c e k 1 h< ,_<-. eJe ». , x Ck"t 

dS ^ 1! ( \ t i Li; i v - -, s v t SkjriaV 1 tot 

fC ( v N ^ ! v I ! * ! k )i < 
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